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ABSTRACT
Accesscontrol featuresareoften spreadacrossand tangledwith
otherfunctionality in a design.This makesmodifying andreplac-
ing thesefeaturesin a designdif�cult. Aspect-orientedmodeling
(AOM) techniquescanbeusedto supportseparationof accesscon-
trol concernsfrom other applicationdesignconcerns. Using an
AOM approach,accesscontrol featuresare describedby aspect
modelsandotherapplicationfeaturesaredescribedby a primary
model.Compositionof aspectandprimarymodelsyieldsa design
model in which accesscontrol featuresare integratedwith other
applicationfeatures.In thispaper, wepresent,throughanexample,
an AOM approachthat supportsveri�able compositionof behav-
iorsdescribedin accesscontrolaspectmodelsandprimarymodels.
Givenanaspectmodel,a primarymodel,anda speci�edproperty,
thecompositiontechniqueproducesproofobligationsasthebehav-
ioral descriptionsin theaspectandprimarymodelsarecomposed.
Onehasto dischargetheproofobligationsto establishthatthecom-
posedmodelhasthespeci�edproperty.

Categoriesand SubjectDescriptors
D.2.1[Requirements/Speci�cations]: Languages,Methodologies;
D.2.4 [Software/Program Veri�cation ]: Validation; K.6 [Man-
agementof Computing and Inf ormation Systems]: Securityand
Protection
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1. INTRODUCTION
Accesscontrol policies areconstraintsthat determinethe type

of accessauthorizedusershave on informationresources.For ex-
ample,an accesscontrol policy in a bankingsystemcanstipulate
thatonly loanmanagerscancreateandupdatecomputer-basedcus-
tomer loan accounts.From a softwaredesignperspective, access
control policiesarerequirementsthat mustbe addressedin a de-
sign. Designfeaturesthatenforceaccesscontrolpoliciesareoften
spreadacrossandtangledwith otherfunctionality in a design.For
example,addressingan accesscontrol policy can requireone to
include in eachapplicationservicean authorizationcheckthat is
performedbeforeproviding theservice.

Accesscontrol featuresthat crosscuta designare problematic
for the following reasons:(1) Changingtheaccesscontrol feature
requiresmakingchangesin a numberof placesin the design,(2)
Evaluatingalternative waysof enforcingaccesscontrolpoliciesis
dif�cult whenthefeaturescrosscutasystemdesign,and(3) Under-
standinga cross-cuttingaccesscontrol featurecanbe dif�cult be-
causeits descriptionis scatteredacrossa design.Theseproblems
canresultin softwarethatcannotbetrustedto protectsensitive or
mission-criticalinformation.

AspectOrientedModeling(AOM) techniquesallow systemde-
velopersto separatecross-cuttingaccesscontrolfeaturesfromother
applicationfeatures.In AOM, anapplicationdesignconsistsof one
or moreaspectmodelsanda primary model. The aspectmodels
describecrosscutting features(e.g., accesscontrol features)and
the primary modeldescribesotherapplicationfeatures.Compos-
ing accesscontrol aspectmodelswith a primary modelproduces
an applicationdesignmodel in which accesscontrol featuresare
integratedwith applicationfeatures.The result is referredto asa
composedmodel.

A key issuein applyingtheAOM approachisdeterminingwheth-
er compositionof aspectmodelsanda primarymodelproducesa
composedmodel that hasspeci�ed properties. In this paper, we
illustratehow thebehavioral views describedby anaccesscontrol
aspectmodelanda primarymodelcanbecomposedin a veri�able
manner. We usethe AOM approachto producean aspectmodel
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Figure1: An overview of compositionin the AOM approach

describingRoleBasedAccessControl (RBAC) [5] anda primary
modeldescribingpartof a bankingapplication.Usingthebanking
applicationprimary model,the RBAC aspectmodel,anda speci-
�ed property, we illustratehow proof obligationscanbegenerated
asthebehavioral views of theaspectandprimarymodelsarecom-
posed.Discharging the proof obligationsduring compositioncan
helponeidentify thesourcesof problemswhentheobligationsdo
nothold.

The remainderof the paperis organizedas follows. Section2
givesanoverview of theAOM approachandSection3 presentsthe
RBAC aspectmodel. Section4 illustrateshow the RBAC aspect
modelcanbecomposedwith abankingapplicationprimarymodel.
Section5 illustrateshow proof obligationscanbeproducedduring
compositionof behavioral views. Section6 givesan overview of
relatedwork andSection7 concludesthepaperwith an overview
of our plansto furtherdeveloptheapproach.

2. BACKGROUND
In theAOM approach,featuresthatcrosscuta designcanbede-

scribedby aspectmodelsif their distributed partshave common
characteristics.In thesecasesthecross-cuttingfeaturescanbeiso-
latedanddescribedaspatterns.Aspectmodelsaredescriptionsof
patternsandcompositionof aspectandprimarymodelsinvolvesin-
corporatinginstantiationsof thepatternsinto speci�edpartsof the
primarymodel.An overview of compositionin theAOM approach
is shown in Fig. 1. An AOM designmodel consistsof the fol-
lowing artifacts:(1) A primary modelwhich describesapplication
featuresnotdescribedby aspectmodels,(2) A setof aspectmodels,
whereeachmodeldescribesa patternthat is a generic(parameter-
ized) descriptionof a cross-cuttingfeature,(3) A setof bindings
thatdeterminesthepatterninstantiationsthatwill beproducedand
composedwith the primary model,and(4) A setof composition
directivesthat determineshow aspectmodelsarecomposedwith
theprimarymodel.

Beforeanaspectmodelcanbecomposedwith aprimarymodel,
the aspectmodelmustbe instantiatedin the context of the appli-
cationdomain.An instantiationis obtainedby bindingelementsin
theaspectmodelto elementsin theapplicationdomain.Theresult
is calleda context-speci�caspectmodel. A context-speci�c aspect
model is producedfor eachpart of the primary modelinto which
the aspectfeatureis to be incorporated.(For further details,refer
to [6].)

In our work, primaryandcontext-speci�c aspectmodelsareex-
pressedin theUni�ed ModelingLanguage(UML) [21]. TheUML
is an ObjectManagementGroup (OMG) standardmodelinglan-
guage.A systemis describedin theUML usingmultiple diagrams
that presentdifferent views of the system. In this paperwe use
only two typesof diagrams:Classdiagramsspecifystaticstructure

andsequencediagramsdescribehow objectsinteractto accomplish
tasks. A UML classdiagramconsistsof a set of classi�ers (for
example,classes,interfaces)andtheir relationships(for example,
association,generalization).Classesmayhave attributesandoper-
ations.In thispaper, operationspeci�cationsandconstraintsonat-
tributesareexpressedusingtheObjectConstraintLanguage(OCL)
[23]. A UML sequencediagrampresentsabehavioral view thatfo-
cusesontheinteractionsthattakeplacebetweenclassobjectswhen
they collaborateto accomplisha speci�c task.Theinteractionsare
expressedin termsof lifelines representingobjectsandmessages
thatarepassedbetweenobjects.

Aspectmodelsconsistof templateformsof UML diagrams.In
this paper, aspectmodelsconsistof classand sequencediagram
templates. Instantiatingan aspectmodel involves binding tem-
plate parametersto namesin an applicationdomain namespace
(seeFig. 1). A classdiagramtemplateconsistsof parameterized
elements,suchas,relationshiptemplatesandclasstemplatesthat
consistof attribute templatesand operationtemplates. Attribute
templatescan be associatedwith OCL constrainttemplatesthat
produceconstraintsthat restrictattributevalueswheninstantiated.
Similarly, operationtemplatescanbeassociatedwith OCL pre-and
postconditiontemplatesthatproduceoperationspeci�cationswhen
instantiated.Examplesof aspectmodelsaregivenin theSection3.

Compositionof aspectsanda primary modelinvolvescompos-
ing a context-speci�c aspectmodel's classdiagramsanda primary
model's classdiagrams,andcomposingtheir sequencediagrams.
The AOM approachusesa basicname-basedcompositionalgo-
rithm in which elementswith thesamenamearemerged[6]. If an
elementappearsin a primaryor aspectmodelandnot in theother,
thentheelementis includedin thecomposedmodel.Composition
directivescanbe usedto modify the basecompositionalgorithm
[20]. A compositiondirective canbeusedto renameelementsand
to specifythat(1) anelementin onediagramoverridesa matching
elementin anotherdiagram,(2) anelementmustnot bepresentin
thecomposedmodel,andthat (3) a new elementis to be included
in thecomposedmodel. Compositiondirectivesarenot described
further in this paper. For moredetailsandexamplesof directives
seeStraw et al. [20].

It is sometimesnecessaryto establishthatcompositionyieldsa
model that is correctwith respectto speci�ed properties. In this
paperwe illustrateanapproachthatsupportsveri�cation of behav-
ioral properties. During composition,proof obligationsare pro-
ducedusinginformationthatis availablein thepartially composed
model.A proof obligationcanbedischargedmanuallyor with the
helpof automatedtools.

The typesof correctnesschecksthat can be carriedout on a
model is determinedby the typesof formally statedpropertiesin
themodelandthetypesof derivationsthatcanbesupportedby the
properties.Composedmodelscontainpre andpostconditionsex-
pressedin the OCL and thuscansupportcheckingof behavioral
propertiesthat can be statedin termsof beforeand after states.
The correctnesspropertiesto be veri�ed using our approachcan
be derived by composingspeci�cationsof operations.As aspect
andprimary modelsequencediagramsare composed,the opera-
tion speci�cationscorrespondingto the messagesin the partially
composedsequencediagramarecomposedin the orderspeci�ed
in thepartially composedsequencediagramandthe resultis used
to form a proofobligation.

If it is determinedthat the proof obligationobtainedat a point
duringsequencediagramcompositiondoesnothold,thenthecom-
positioncanbe stoppedat that point. This approachallows com-
posersto determinethepoint in thecompositionatwhich theprop-
erty fails to hold. Theinformationthat is availablewhenthecom-
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Figure2: Classdiagram template for the core RBAC aspectmodel

positionis stoppedcanbe usedby a developerto determinewhat
needsto bedoneto correctthesituation.

3. AN RBAC ASPECT MODEL
To illustrateourapproachwepresentanaspectmodelfor RBAC

[5]. RBAC is usedto protectinformationresources(referredto as
targets)from unauthorizedaccess.Therearemany variationsof
RBAC, eachspecifyingandenforcinga setof accesscontrol con-
straints.In this paperwe focusonly on constraintsin Core RBAC.
CoreRBAC embodiesthe essentialaspectsof RBAC, that is, the
constraintsarepresentin any RBAC application.CoreRBAC con-
sistsof: (1) asetof userswhereauseris anintelligentautonomous
agent,(2) a setof roleswherea role is a job function, (3) a setof
targetswherea target is an entity that containsor receives infor-
mation,(4) a setof operationtypes,whereanoperationdescribes
a serviceprovidedby theapplication,and(5) a setof permissions
wherea permissionis anapproval to performanoperationon tar-
gets.Usersareassignedto roles,rolesareassociatedwith permis-
sions,andusersacquirepermissionsby beingmembersof roles.
CoreRBAC alsoincludesthe notion of usersessions.A useres-
tablishesa sessionduring which heactivatesa subsetof the roles
assignedto him. Eachusercanactivatemultiplesessions,however,
eachsessionis associatedwith only oneuser. Theoperationsthata
usercanperformin a sessiondependon therolesactivatedin that
sessionandthepermissionsassociatedwith thoseroles.

Fig. 2 shows a classdiagramtemplatein thecoreRBAC aspect
model. In the diagram,we usethe symbol “

�

” to indicatetem-
plateparameters.A classtemplateconsistsof two parts:onepart
consistsof attributetemplatesthatproduceattributeswheninstanti-
ated,andtheotherpartconsistsof operationtemplatesthatproduce
operationswheninstantiated.For example,theclasstemplateRole
containsanattribute templatewith a nameparameter(Name) and
threeoperationtemplates(GrantPermission, RevokePermission, and
CheckAccess). AnotherclasstemplateOperationTypecontainsan
attributetemplatewith a typeparameter(Type). Instancesof Type
may be any of the user-de�ned enumerationliterals instantiated
from OpType which is an attribute templateof the enumeration
templateOpTypeEnum.

Associationtemplates,suchas UserAssignmentand UserSes-
sionsproduceassociationsbetweeninstantiationsof theclasstem-
platesthey connect.An associationtemplateconsistsof multiplic-
ity parameters(oneat eachend)that yield associationmultiplici-
ties(integerranges)wheninstantiated.Themultiplicity “1” on the

Userendof theUserSessionstemplateis strict: a sessioncanonly
beassociatedwith oneuser.

Annotatedoperationspeci�cation templatesfor Operation and
CheckAccessin the Sessiontemplatearegiven below. Operation
speci�cation templatescan include binding directives that deter-
mine how context-speci�c aspectmodelsareproducedfrom tem-
plateswhensimpleinstantiationis not suf�cient.

context
�

Session::
�

Operation(
�

tar:
�

Target1..*,
�

params*):Boolean
��� Operationtakes1 or moretarargumentsand
��� 0 or moreparamsarguments
pre: true

��� Thisoperationcanbeinvokedin any state
post:

��� Theoperationreturnstrueif eachcall to CheckAccess
��� returnstrue(indicatingthatthesessionhaspermission

��� to performtheoperationonthetarget),andtheDoOperation
��� hasreturnedsuccessfully, otherwiseit returnsfalse.
let Repeatfor i = 1 to N; N = �

�

tar �

��� Repeatis abindingdirective thatcauseselementswithin
��� its scopeto berepeatedN timeswheninstantiated.
���

�

�

tar returnsthenumberof tar arguments.
chkAccMsg-i:OclMessage=

self ˆ
�

CheckAccess(
�

tar-i:
�

Target,
�

op:
�

OperationType),
��� chkAccMsg-irepresentsthesendingof thei-th
��� CheckAccessmessageto itself (thesessionobject).
��� EachCheckAccessmessageinvokesanoperation
��� thatcheckswhetherthesessionhaspermission
��� to performtheoperationoneachtarget,tar.

�

��� Endof Repeatblock
doOpMsg:OclMessage=

�

? ˆ
�

DoOperation(
�

tar:
�

Target*,
�

params*)
��� doOpMsgrepresentsthesendingof theDoOperation
��� messageto anunknown object(theobjectis provided
��� whenthetemplateis instantiated).

in
��� Startof constraintin postcondition:
Repeatfor i = 1 to N; N = �

�

tar �

(chkAccMsg-i.hasReturned()and
chkAccMsg-i.result()= true)and

�

��� Endof Repeatblock
(doOpMsg.hasReturned()anddoOpMsg.result()= true)

��� Endof Operationspeci�cation



return ack

|Operation(|tar:|Target 1..*, |params*):Boolean

sd |SDAOperation

indicates that values bound to this must be exactly
the values bound to params* in |Operation

:|Session

indicates a set of 0 or more parameters

indicates a set of 1 or more targets

ack:Boolean

[ack = true]ack := |DoOperation(|tar*,|params*) : Boolean

Repeat for i = 1 to N, N = #|tar

[ack=false] return false

ack:= CheckAccess(|tar:|Target, |op:|OperationType):Boolean

ref

instantiated N times

binding directive: 

ack:= SDAcheckAccess : Boolean

indicates enclosed area islocal attribute

Figure3:
�

SDAOperation sequencediagram template

loop

|perm[j]:|Permission

return ack

return ack

ack = |CheckAccess(|tar:|Target, |op:|OperationType):Boolean

( j<=Num of Permissions and ack = false)

return ack

ack = |CheckAccess(|tar:|Target, |op:|OperationType):Boolean

( i<=Num of roles in AllActivated and ack = false)
loop

|CheckAccess(|tar:|Target, |op:|OperationType):Boolean

|AllActivated[i]:|Role:|Session

init:1,

for each loop
incremented by 1

local attribute
init:false

ack:Boolean

init:1,

for each loop
incremented by 1

sd |SDACheckAccess

Figure4:
�

SDACheckAccesssequencediagram template

context
�

Session::
�

CheckAccess(
�

tar:
�

Target,
�

op:
�

OperationType): Boolean
pre: true
post:

��� Theoperationreturnstrueif thereexistsanassigned
��� role thatis associatedwith at leastonepermission
��� thatgrantstheoperation,op,accessto thetarget,tar,
��� Otherwise,it returnsfalse.
result=
self.

�

GetAllActiveRoles()� exists(
�

r
���

r.
�

Permission
� exists(

�

p
�	�

p.
�

Target � includes(
�

tar)
and

�

p.
�

OperationType � includes(
�

op)))
��� Endof CheckAccessspeci�cation

For lackof space,weshow only two sequencediagramtemplates
in the RBAC aspectmodel: SDAOperation describesthe interac-
tionsthattakeplacewhenauserinvokesOperation in Session, and
SDACheckAccessdescribeswhat happenswhenSessionperforms
theCheckAccessoperation.ThesequencediagramtemplateSDA-
Operation (Fig. 3) describesthefollowing patternof behavior:
(1) A sendersendsanoperationcall message(Operation 
��	�
� � ) to a
sessionobject.
(2) The sessionobject checkswhetherthe user is authorizedto

invoke the requestedoperationon eachtarget. This checkis de-
scribedby thereferencedsequencediagramshown in Fig. 3 (indi-
catedby theref fragment)andis performedfor eachtargetpassed
in asanargumentto Operation. If theaccessis not authorizedfor
a target(i.e., ack � f alse) thentheSessionobjectreturnsf alseto
thesender, indicatingthataccessis not granted.Thesequencedi-
agramfragmentenclosedby theRepeat box describesthis pattern
of behavior. The Repeat is a binding directive indicatingthat the
enclosedfragmentis repeatedN times,whereN is thenumberof
targetsgivenasarguments(indicatedby #

�

tar).
(3) If theaccessis authorized,thentheSessionobjectrequeststhat
the operationbe performed,that is, it sendsa DoOperation mes-
sageto thetargetobjectthatperformstheoperation.

TheSDACheckAccesssequencediagramtemplateshown in Fig.4
describeswhat happenswhena Sessionobjectcheckswhetherit
is authorizedto perform an operationon a target. Invocationof
theCheckAccessoperationin a Sessionobject, resultsin calls to
CheckAccessto eachrole activatedfor thesession.Invocationof a
role'sCheckAccessoperationresultsin thesendingof aCheckAccess
messageto eachpermissionassociatedwith therole. If at leastone
permissionreturnstrue,thentheCheckAccessoperationin Session
returnstrue;otherwise(i.e.,all permissionsreturnfalse)theCheck-
Accessoperationin Sessionreturnsfalse.
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4. COMPOSING AN RBAC ASPECT WITH
A PRIMAR Y MODEL

In thissectionweoutlinehow theRBAC aspectmodeldescribed
in theprevioussectionis composedwith abankingapplicationpri-
marymodel.

4.1 A Banking Application Primary Model
Fig. 5 shows a partial classdiagramin the bankingapplication

primarymodel.Theapplicationallowsusersto carryouttransf er,
withdraw, anddeposit transactionson accounts.TheclassBank-
User describesbankusers,Accountdescribesbankaccounts,and
Controller describesobjectsthat coordinatetransactionson bank
entities(in this application,Controller hasonly oneinstance- the
OCLconstraintexpressingthismultiplicity restrictionisnotshown).

Operationspeci�cationsfor transf er, withdrawanddeposit op-
erationsaregivenbelow:

SPEC1
contextController::transfer(fromAccount:Account,

toAccount:Account,amount:Money):Boolean
pre: true
post:

��� Themessagewithdraw sentto fromAccountand
��� themessagedepositsentto toAccounthave
��� returnedandtheir returnvaluesaretrue
let wdMsg:OclMessage= fromAccountˆwithdraw(amount),

dpMwg:OclMessage= toAccountˆdeposit(amount)
in result=

(wdMsg.hasReturned()andwdMsg.result()= true)and
(dpMsg.hasReturned()anddpMsg.result()= true)

SPEC2
contextAccount::withdraw(amount:Money):Boolean
pre: true
post:

��� If thevalueof balancebeforetheexecution
��� is lessthanthevalueof amount,theoperationreturnsfalse,
��� otherwise,a new balanceis obtained
��� by subtractingtheamountfrom theold balance
if balance@pre� = amount
thenbalance= balance@pre-amountandresult= true
elseresult= false
SPEC3
contextAccount::deposit(amount:Money):Boolean
pre: true
post:

��� thevalueof balanceafterexecutionis
��� equalto thesumof amount
��� andthevalueof balancebeforeexecution
balance= balance@pre+ amountandresult= true
We show only the primary model's sequencediagramfor the

:Controller

alt

alt

[q = false]

p := withdraw(amount) : Boolean

[p = false] 

fromAccount:Account
sd SDPtransfer

t := transfer(fromAccount:Account,
toAccount:Account,amount:Money):Boolean toAccount:Account

:BankUser

q := deposit(amount) : Boolean
[p = true]

return false

return false

[q = true]
return true

Figure 6: Sequencediagram for the transf er operation in a
banking application

transf er operation(seeFig. 6). The sequencediagramre�ects
directly the messagepassingspeci�ed in the postconditionof the
transf er, withdraw, anddeposit operationsgivenpreviously. This
style of writing operationpre- andpostconditionsmakesit possi-
ble to generateproof obligationsusingtheoperationspeci�cations
asthe sequencediagramsarecomposed.We illustratehow proof
obligationscanbegeneratedin Section5.

4.2 ClassDiagram Composition
ComposingtheRBACaspectmodel'sclassdiagramandthebank-

ing application's classdiagraminvolves instantiatingthe RBAC
modelandcomposingthe resultingcontext-speci�c classdiagram
with thebankingapplication's classdiagram.

An instantiationof theclassdiagramtemplateof theRBAC as-
pect model is shown in Fig. 7. The bindingsusedto instantiate
theaspectmodelindicatewherein theprimarymodelthecontext-
speci�c aspectmodelelementswill beincorporated.For example,
the bindings,(BankUser,

�

User), (Account,
�

Target), indicatethat
the instantiatedUser templateclassin the aspectmodel is to be
mergedwith theBankUserclassin theprimarymodel,andthein-
stantiatedTarget templateclassin theaspectmodelis to bemerged
with theBankTarget classin theprimarymodel.Theinstantiations
of classtemplatesRole (BankRole), and Session(BankSession)
arenew modelelementsthat are to be includedin the composed
model. The Operation templatein the Sessionclasstemplateis
instantiatedthree times to producethe transf er, withdraw and
deposit operationsin BankSession. The enumerationvaluesin
TransactionTypeEnum(TRANSFER,WITHDRAW, andDEPOS-
IT) are instantiationsof an attribute templateOpType shown in
Fig. 2. The operationspeci�cation templateassociatedwith the
Operation templateis also instantiatedfor eachof theseopera-
tions. For example,the transf er operationin BankSessionclass
of the aspectmodel is associatedwith the following instantiation
of theOperation speci�cationtemplate(only partof thespeci�ca-
tion is shown; incompletepartsareindicatedby ...):

contextBankSession::transfer(fromAccount:Account,
toAccount:Account,amount:Money):Boolean

pre: true
post:
let

��� Statementin Repeatblock of templateis instantiated
��� twicebecausetherearetwo targets
��� in theargument:fromAccountandtoAccount.



chkAccMsg-1:OclMessage=
selfˆcheckAccess(fromAccount,TRANSFER),

chkAccMsg-2:OclMessage=
selfˆcheckAccess(toAccount,TRANSFER),

doOpMsg:OclMessage=
Controllerˆtransfer(fromAccount,...)

in result=
(chkAccMsg-1.hasReturned()andchkAccMsg-1.result()=true)
and
(chkAccMsg-2.hasReturned()andchkAccMsg-2.result()=true)
and
(doOpMsg.hasReturned()anddoOpMsg.result()= true)

Instantiationof theCheckAccessspeci�cationtemplateproduces
the following speci�cationfor checkAccessoperationin BankSes-
sion:

contextBankSession::checkAccess(tar:Account,
op:TransactionType):Boolean

pre: true
post: result=

self.BankRole� exists(r
�

r.Permission� exists(p
�

p.Account� includes(tar)
andp.TransactionType� includes(op)))

Incorporatingthe accesscontrol behavior into the bankingap-
plication requiresthat the transferoperationspeci�cation in the
primary model's Controller class(seeSPEC1in Section4.1) be
modi�ed so that the calls to thewithdraw anddeposit operations
areauthorizedbeforebeingsentto thetargetaccounts.Theneeded
modi�cations are de�ned by compositiondirectives that replace
calls to theoperationsin targetaccountsby calls to the withdraw
anddeposit operationsin BankSession. Theresultis thefollowing
operationspeci�cationthat is associatedwith theoperationin the
composedmodel:

contextController::transfer(fromAccount:Account,
toAccount:Account,amount:Money):Boolean

pre: true
post:
let wdMsg:OclMessage=

bankSessionˆwithdraw(fromAccount,amount),
dpMwg:OclMessage=

bankSessionˆdeposit(toAccount,amount)
in result=

(wdMsg.hasReturned()andwdMsg.result()=trueand
dpMsg.hasReturned()anddpMsg.result()=true)

The resultof composingthe aspectmodel's classdiagramand
the primary model's classdiagramis shown in Fig. 8. The basic
classdiagramcompositionproceduremergesclasseswith thesame
nameandincludeselementsthatappearin primaryor aspectclass
diagrambutnotin theother. A detaileddescriptionof classdiagram
compositionthatusesa morecomplex exampleis given in France
et al. [6].

4.3 SequenceDiagram Composition
The SDAOperation sequencediagramtemplateis instantiated

threetimes to producecontext-speci�c sequencediagramscorre-
spondingto the BankSessionoperationstransf er, withdraw and
deposit. Thethreesequencediagramsproducedfrom thetemplate
arenamedSDAtransf er, SDAwithdraw, andSDAdeposit. These
sequencediagramsaregivenin theAppendixof thispapertogether
with SDAcheckAccesswhich is the sequencediagraminstantiated
from SDACheckAccesssequencediagramtemplate.

Fig.9 givesanoverview of how thesequencediagramdescribing
thetransf er operationin theprimarymodelis composedwith the
sequencediagramsin thecontext-speci�c aspectmodel.Composi-
tion shouldresultin abehavior in whichcallsto transf er withdraw
anddeposit operationsarecarriedout only if theBankSessionob-
ject is permittedto carryout therequestedoperationson thetarget
accounts.The compositionprocedurethat accomplishesthis (de-
�ned by compositiondirectivesnot given in this paper)performs
thefollowing steps(thenumbersshown in Fig. 9 correspondto the
stepsgivenbelow):
(1) Theinitiating transf er messagein theprimarymodelsequence
diagramis reroutedto theBankSessionobjectandtheaccesscon-
trol behavior describedby the SDAtransf er sequencediagramis
inserted.
(2) If accessis grantedasa resultof carryingout thebehavior de-
scribedby SDAtransf er, thetransf er operationin theController
canbe invoked. To re�ect this, a compositiondirective is usedto
adda transf er operationcall messagedirectedto theController.
The resultof steps(1) and(2) describesa situationin which the
transf er operationcall is interceptedby SDAtransf er andpassed
on to theController objectonly if accessis granted.
(3) Thecall to thewithdrawoperationmadeby theController dur-
ing the invocationof the transf er operationis interceptedby the
SDAwithdraw sequencediagram.
(4) If accessis grantedthenawithdrawoperationcall is sentto the
account,f romAccount.
(5) Thecall to thedeposit operationmadeby theController dur-
ing the invocationof the transf er operationis interceptedby the
SDAdeposit sequencediagram.
(6) If accessis grantedthen a depsoit operationcall is sent to
toAccount.

5. VERIFYING ACCESSCONTROL
PROPERTIES: AN EXAMPLE

In this sectionwe illustratehow compositionof the aspectand
primary model sequencediagramscan be carriedout in a veri�-
ablemanner. A desiredpropertyof the transf er behavior in the
composedmodelis speci�edandproofobligationsaregeneratedas
theSDPtransf er sequencediagramin theprimarymodel(Fig. 6)
is composedwith the SDAtransf er, SDAwithdraw, SDAdeposit
sequencediagramsin the context-speci�c aspectmodel (Fig. 10,
Fig. 11, Fig. 12 in theAppendix). Theapproachrequiresthatop-
erationspeci�cationsreferencethe interactionsthat take placein
correspondinginteractiondiagrams,thatis, they muststatethecon-
ditionsunderwhichmessagesaresentby theoperations.

The behavioral propertiesusedin our approachare thosethat
canbe veri�ed by discharging an implication involving operation
speci�cations.Speci�cally, theproof obligationshave theform P1
impliesP2, whereP1 is thespeci�cationof a behavior in thecom-
posedmodelandP2 is thepropertyto beveri�ed. As thesequence
diagramspertainingto thebehavior beinganalyzedarecomposed,
theproof obligationis evolvedby taking into accountany new in-
formationavailablein eachstepof thecomposition.

The property to be veri�ed during the transf er can be stated
asfollows: If the transferoperation is authorizedon thespeci�ed
accounts,then,if thesourceaccounthasenoughfundsto cover the
transferamountthen the fundswill havebeentransferred by the
timethetransferoperation terminates.

We expressthe above, usingan extendedform of the OCL, as
follows:

contextBankSession::transfer(fromTarget:Account,
toTarget:Account,amount:Money):Boolean



BasedUponEnforcedOn

Account

deposit(amount:Money)
withdraw(amount:Money)

Initiates

AssignTo

op:TransactionType): Boolean
checkAccess(tar:Account,

deposit(toTarget:Account, amount:Money)

 toTarget:Account, amount:Money)
transfer(fromTarget:Account,

dropActiveRole(r: BankRole)
addActiveRole(r: BankRole)

1..*

 

BankSession

op: TransactionType) : Boolean

1..*

Has

1..* 1..*

<<enumeration>>

instantiations of |Operation

withdraw(fromTarget:Account, amount:Money)

DEPOSIT
WITHDRAW
TRANSFER

TransactionTypeEnum

TransactionType

type:TransactionTypeEnum

1..*

SessionRole

op: TransactionType): Boolean
checkAccess(tar:Account,
revokePermission (p: Permission)
grantPermission (p: Permission)

checkAccess (tar:Account, 
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1..* 1..*

Permission

1

1..*1..*

createSession(): BankSession
deleteSession(s: BankSession)
assignRole(r: BankRole)

BankUser

deassignRole(r: BankRole)

BankRole

name: String

Figure7: A context-speci�c RBAC classdiagram
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1..*1..*

EnforcedOn
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type:TransactionTypeEnum
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BasedUpon

TransactionType
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checkAccess (tar: Account, 
op: TransactionType) : Boolean

Permission

SessionRole

1..*
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AssignTo

Initiates

1
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DEPOSIT
WITHDRAW
TRANSFER

<<enumeration>>
TransactionTypeEnum

deposit(amount:Money)
withdraw(amount:Money)

Account

checkAccess(tar: Account,

1..*
1..*

BankUser

createSession(): BankSession
deleteSession(s: BankSession)
assignRole(r: BankRole)
deassignRole(r: BankRole)

grantPermission (p: Permission)

BankRole

name: String

Figure8: Classdiagram of the composedmodel

verify TransferProp:
let (chkAccMsg-1:OclMessage=

selfˆcheckAccess(fromAccount,TRANSFER),
chkAccMsg-2:OclMessage=

selfˆcheckAccess(toAccount,TRANSFER),
successful-transfer=

(if fromAccount.balance@pre� = amount
then(fromAccount.balance=

fromAccount.balance@pre-amount
andtoAccount.balance=

toAccount.balance@pre+ amount)))
in

if (chkAccMsg-1.hasReturned()
andchkAccMsg-1.result()=true
andchkAccMsg-2.hasReturned()
andchkAccMsg-2.result()=true)

thensuccessful-transfer

In theabove,thepropertyto beveri�ed is speci�edin thecontext
of thetransf er operationin the BankSessionclass.We introduce
the veri f y constructto the OCL syntaxto supportthe speci�ca-
tion of propertiesto beveri�ed. TheOCL statementin theveri f y
sectionstatesthe propertyto be veri�ed. The propertyis named
TransferProp.

Oneapproachto verifying TransferProp is to carryout thecom-
positionandthenestablishthat the postconditionof the transf er
operationin thecomposedmodel'sBankSessionclassimpliesTrans-
ferProp. Theapproachdescribedin this sectionusesa moreincre-
mentalapproachin which a proof obligationis evolvedduringthe
composition. The point in the compositionwherethe generated
obligationdoesnotholdcanyield insightsaboutthesourcesof the
incorrectbehaviors.

In whatfollowsweillustratehow aproofobligationfor theTrans-
ferProp propertyevolvesduring composition. The propertydoes
nothold for thecomposedmodelandwewill show how thiscanbe
revealedduringcomposition.

In steps(1) and (2) of the sequencediagramcompositionde-
scribedin Section4.3, the SDAtransf er sequencediagramis in-
corporatedinto theprimarymodel's transf er sequencediagramas
shown in Fig.9. At thispoint,theproofobligationcanbeexpressed
asan implicationP1 impliesTransferProp, whereP1 speci�esthe
conditionunderwhich the transf er operationin the BankSession
objectreturnstrue. Thepostconditionfor transf er is repeatedbe-
low:

result=
((chkAccMsg-1.hasReturned()andchkAccMsg-1.result()=true)

and(chkAccMsg-2.hasReturned()and
chkAccMsg-2.result()=true)



local attribute

ack:Boolean

[ack = true]

(5)

(3)

sd SDtransfer

SDAtransfer
amount): Boolean

[p = false] 
return false

[q = false]
return false

return true

[q = true]alt

[p = true]

:Controller

amount): Boolean

ref
SDAdeposit

alt

q := deposit(toAccount,amount) : Boolean

(6)
[ack = true]
q := deposit(amount) : Boolean

SDAwithdraw

(4)
[ack = true]
p := withdraw(amount) : Boolean

fromAccount:Account

toAccount:Account

p := withdraw(fromAccount,amount) : Boolean

(2)(1)

toAccount,
t := transfer(fromAccount, t := transfer(fromAccount,

ref

ref
toAccount,

:BankUser

Figure9: Overview of sequencediagram composition

and(doOpMsg.hasReturned()anddoOpMsg.result()= true))

Theproof obligation(obtainedaftersimpli�cation) is givenbe-
low:

��� ProofObligationPF1
(doOpMsg.hasReturned()anddoOpMsg.result()= true)��� (DP)
impliessuccessful-transfer

DischargingPF1requiresinformationabouttheconditionsunder
which theconditionlabeled(DP) in PF1holds,that is, thecondi-
tionsunderwhich thetransf er operationin theController object
(calledby the doOpMsg message)returnstrue. This observation
leadto a modi�ed proof obligationin which theconditionlabeled
(DP) is replacedby the part of the postconditionthat determines
whenthetransf er operationin Controller returnstrue.Theresult-
ing proof obligationis givenbelow:

��� ProofObligationPF2
(wdMsg.hasReturned()andwdMsg.result()=trueand

dpMsg.hasReturned()anddpMsg.result()=true)��� (WD)
impliessuccessful-transfer

Discharging proof obligationPF2requiresdeterminingthecon-
ditions underwhich the conditionlabeledby (WD) holds,that is,
theconditionsunderwhich thewithdrawoperationin BankSession
returnstrue.As wasdonein theprevioussteps,theproofobligation
is modi�ed by replacing(WD) by therelevantpartof thewithdraw
postcondition. This processis continueduntil a proof obligation
thatdoesnot hold is producedor until thesequencediagramcom-
positionis completed.In this case,a proof obligationthatdoesnot
hold is obtainedafterincorporatingtheSDAwithdrawsequencedi-
agraminto the primary model's sequencediagram(i.e., after step
(4) of thecomposition).Theproof obligationis givenbelow:

��� ProofObligationPF4
let chkAccMsg3:OclMessage=

selfˆcheckAccess(fromAccount,withdraw),
doOpMsg:OclMessage=

fromAccountˆwithdraw(amount:Money)
in chkAccMsg3.hasReturned()and

chkAccMsg3.result()=trueand

(if fromAccount.balance@pre� = amount
thenfromAccount.balance=

fromAccount.balance@pre-amount)and
dpMsg.hasReturned()anddpMsg.result()=true

impliessuccessful-transfer

At thispointaninspectionof PF4wouldrevealthatthecondition
doesnot hold becauseof thepresenceof theaccesscontrolbehav-
ior thatcheckswhetheraccessto thewithdrawoperationis granted.
If accessto thewithdraw operationis not granted,thentheobliga-
tion doesnot hold. Thereis no guaranteethat this casewill never
happen(i.e.,therearenoconstraintsin themodelthatprecludethis
case).At thispoint thecompositioncanbestoppedknowing thatit
will producea modelthatdoesnothave therequiredproperty.

Thisproblemcanbe�x edby incorporatingonly theSDAtransfer
(i.e., steps(1) and(2)) sequencediagramduring thecomposition.
Theresultis thatthecheckaccessoperationis only carriedout on
the transf er operation,not on the withdraw and deposit opera-
tions. Anothersolutionis to guaranteeaccessto thewithdraw and
deposit operationswhenever accessis grantedto atransf er opera-
tion by includinganinvarianton permissionobjectsthatprecludes
theabove situationin which theobligationfailedto hold.

6. RELATED WORK
Aspect-orientedprogramming(AOP)supportsseparationof con-

cernsat the programminglevel (e.g., see[11, 17]). Researchers
have startedto addresstheproblemof de�ning andcomposingas-
pectsat a higherlevel of abstraction(e.g.,see[4, 9]). Clarke et al.
[4] proposethata designcanbe createdby synthesizingsubjects,
wherea subjectdescribeshow a singlerequiredfeatureis realized
in a design. SubjectsareexpressedasUML modelviews. Their
approachdoesnot currentlysupportveri�able compositionof be-
haviors.

Tidswell andJaeger[22] proposeanapproachto visualizingac-
cesscontrol constraints.They point out the needfor visualizing
constraintsandthe limitationsof previous work (e.g.,[1, 15, 16])
onexpressingconstraints.Anothereffort to graphicalspeci�cation
of RBAC is proposedby Kochetal. [13]. In theirapproach,RBAC
policiesare representedby graphtransformations.A graphcon-



sistsof nodesandedges.Nodesrepresentnotionssuchasusersand
roles.Edgesrepresentrelationshipsbetweennotions.Transforma-
tion rulesarede�ned for administrationactivities suchasaddinga
userto a role andremoving a userfrom a role. Consistency prop-
ertiessuchasDSD constraintsarealsospeci�edgraphically. Veri-
�cation of RBAC policiesis carriedout by showing thatgraphical
constraintsdo not occur in the graphspecifyingRBAC policies.
The drawbackof thesetwo approachesis that they createda new
notationfor specifyingconstraintsandit is not clearhow thenew
notationcanbeintegratedwith otherwidely-useddesignnotations.
Theapproachdescribedin thispaperutilizesnotationsfrom astan-
dardizedmodelinglanguageandalsointegratesthepolicy speci�-
cationactivity with designmodelingactivities.

Therehasbeensomework on using the UML to modelsecu-
rity concerns(e.g.,see[2, 3, 10, 14]. ChanandKwok [3] modela
designpatternfor securitythataddressesassetandfunctionaldistri-
bution, vulnerability, threat,andimpactof loss. UML stereotypes
identify classesthathave particularsecurityneedsdueto their vul-
nerability eitherasassetsor asa resultof functionaldistribution.
Lodderstedtet al. [14] proposeSecureUMLandde�ne a vocabu-
lary for annotatingUML-basedmodelswith informationrelevant
to accesscontrol. It is basedon the model for basicRBAC with
supportfor role hierarchies.An accesscontrol policy is realized
mainly by using declarative accesscontrol. This meansthat the
accesscontrol policy is con�gured in the deployment descriptors
of an EJB component. Jürjens[10] model securitymechanisms
basedon the multi-level classi�cation of data in a systemusing
an extendedform of the UML calledUMLsec. UMLsec is fully
describedin aUML pro�le. Theseapproachesmainly focusonex-
tendingtheUML notationto betterre�ect securityconcerns.The
approachdescribedin thispapertacklesthecomplementarytaskof
capturingRBAC policiesin patternsthatcanbereusedby develop-
ersof securesystems.

The proposedaspectmodelingapproachbuilds upon the nota-
tion andtechniquesdescribedin our earlierwork. [8] shows how
securityconcernscanbelocalizedandthencomposedwith models
of systemfunctionalityand[12, 19] presentshow invalid structures
canbecapturedandexpressedusingobjectdiagramtemplates.[6]
extends[7, 8] by re�ning theaspectmodelingnotationandinstan-
tiationprocess,andre�ning thenotionof compositiondirectivesto
supportresolutionandmodelingof solutionvariants.Thispaperis
an extensionof [12, 18, 19] in that it illustrateshow composition
canbecarriedout in a veri�able manner.

7. CONCLUSION AND FUTURE WORK
In this paper, we give an overview of how AOM can be used

to supportseparationof accesscontrol featuresfrom otherappli-
cation features. Accesscontrol featuresare describedby aspect
modelswhich are composedwith primary modelsto producean
applicationdesignwith accesscontrolfeatures.Thepaperalsode-
scribeshow veri�able compositionof accesscontrolbehaviors can
besupported.

Theveri�able compositiontechniquewascarriedout systemat-
ically, but manually. The systematicapproachis madepossible
by restrictingthe form of propertiesthat can be veri�ed. Given
aninitial proof obligation,its modi�cation duringthesequencedi-
agramcompositionprocesscanbemechanizedsinceit essentially
involvesreplacingspeci�edpartsof theproofobligationswith parts
of operationspeci�cations.We arecurrentlydevelopingtool sup-
port for compositionthatwill includesupportfor generatingproof
obligations. We are also investigatingways of integrating exist-
ing proof tools that canbeusedto assistin thedischarge of proof
obligations.

Theexampleusedto illustratethisapproachis a simplebanking
application.We arecurrentlyworking on a casestudyin themili-
tarydomainthatinvolvesa complex primarymodelandmorethan
oneaspectmodel.
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APPENDIX

SequenceDiagrams

sd SDAtransfer

ack:Boolean

local attribute

ack:= checkAccess(fromAccount:Account, TRANSFER:TransactionType):Boolean

ack:= SDAcheckAccess:Boolean
ref

:BankSession

transfer(fromAccount:Account,toAccount:Account,amount:Money):Boolean

return false[ack = false]

[ack=true]ack:= checkAccess(toAccount:Account, TRANSFER:TransactionType):Boolean

[ack = true]
ack := transfer(fromAccount:Account,toAccount:Account,amount:Money) : Boolean

return ack

return false[ack = false]

ack:= SDAcheckAccess:Boolean
ref

Figure 10: SDAtransfer: Context-speci�c sequencediagram
for the transf er operation in BankSession

ack:= checkAccess(fromAccount:Account, WITHDRAW:TransactionType):Boolean

return false[ack = false]

[ack=trua] ack := withdraw(amount:Money) : Boolean

return ack

withdraw(fromAccount:Account,amount:Money):Boolean

:BankSession

local attribute
sd SDAwithdraw

ack:Boolean

ref
ack:= SDAcheckAccess:Boolean

Figure 11: SDAwithdraw: Context-speci�c sequencediagram
for the withdrawoperation in BankSession

[ack = false]return false

[ack=true] ack := deposit(amount:Money) : Boolean

return ack

:BankSessionack:Boolean

local attribute
sd SDAdeposit

deposit(toAccount:Account,amount:Money):Boolean

ref
ack:= SDACheckAccess:Boolean

ack:= checkAccess(toAccount:Account, DEPOSIT:TransactionType):Boolean

Figure12: SDAdeposit: Context-speci�c sequencediagram for
the deposit operation in BankSession

perm[j]:Permission
sd SDAcheckAccess

AllActivated[i]:BankRole:BankSession

ack:Boolean

return ack

return ack

checkAccess(tar:Account, op:TransactionType):Boolean

ack = checkAccess(tar:Account, op:TransactionType):Boolean

ack = checkAccess(tar:Account, op:TransactionType):Boolean

( j<=Num of Permissions and ack = false)
loop

( i<=Num of roles in AllActivated and ack = false)
loop

return ack

local attribute
init:false

init:1,

for each loop
incremented by 1

incremented by 1
init:1,

for each loop

Figure 13: SDAcheckAccess: Context-speci�c sequencedia-
gram for the checkAccessoperation in BankSession


