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ABSTRACT

Accesscontrol featuresare often spreadacrossand tangledwith
otherfunctionalityin a design. This makesmodifying andreplac-
ing thesefeaturesin a designdif cult. Aspect-orientednodeling
(AOM) techniqueganbeusedto supportseparatiorof accesgon-
trol concernsfrom other applicationdesignconcerns. Using an
AOM approach,accesscontrol featuresare describedby aspect
modelsand other applicationfeaturesare describedby a primary
model. Compositionof aspecandprimary modelsyields a design
modelin which accesscontrol featuresare integratedwith other
applicationfeaturesin this paperwe presentthroughanexample,
an AOM approachthat supportsveri able compositionof behar-
iorsdescribedn accesgontrolaspectmodelsandprimarymodels.
Givenanaspecimodel,a primary model,anda speci ed property
thecompositiortechniqueproducegproofobligationsasthebeha-

ioral descriptionsn the aspectandprimary modelsarecomposed.

Onehasto dischagetheproofobligationsto establishthatthecom-
posedmodelhasthe speci ed property

Categoriesand Subject Descriptors
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1. INTRODUCTION

Accesscontrol policies are constraintsthat determinethe type
of accessauthorizedusershave on informationresourcesFor ex-
ample,an accesgontrol policy in a bankingsystemcanstipulate
thatonly loanmanagersancreateandupdatecomputetbaseccus-
tomerloan accounts.From a software designperspectie, access
control policies arerequirementghat mustbe addressedh a de-
sign. Designfeatureghatenforceaccesgontrol policiesareoften
spreadacrossandtangledwith otherfunctionalityin a design.For
example, addressingan accesscontrol policy canrequireoneto
includein eachapplicationservicean authorizationcheckthat is
performedbeforeproviding the service.

Accesscontrol featuresthat crosscuta designare problematic
for thefollowing reasons(1) Changingthe accessontrolfeature
requiresmaking changesn a numberof placesin the design,(2)
Evaluatingalternatve waysof enforcingaccessontrol policiesis
dif cult whenthefeaturesrosscut systendesignand(3) Under
standinga cross-cuttingaccessontrol featurecanbe dif cult be-
causdits descriptionis scatteredacrossa design. Theseproblems
canresultin softwarethat cannotbe trustedto protectsensitve or
mission-criticalinformation.

AspectOrientedModeling (AOM) techniquesllow systemde-
veloperdo separateross-cuttingiccesgontrolfeaturesromother
applicationfeaturesin AOM, anapplicationdesignconsistf one
or more aspectmodelsand a primary model. The aspectmodels
describecrosscutting features(e.g., accesscontrol features)and
the primary model describetherapplicationfeatures. Compos-
ing accesscontrol aspectmodelswith a primary model produces
an applicationdesignmodelin which accesscontrol featuresare
integratedwith applicationfeatures. The resultis referredto asa
composedanodel

A key issuein applyingthe AOM approaclis determiningvheth-
er compositionof aspectmodelsanda primary modelproducesa
composedmodelthat hasspeci ed properties. In this paper we
illustratehow the behaioral views describedoy anaccessontrol
aspecmodelanda primarymodelcanbecomposedn averi able
manner We usethe AOM approachto producean aspectmodel
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Figure 1: An overview of compositionin the AOM approach
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describingRole BasedAccessControl (RBAC) [5] anda primary
modeldescribingpartof a bankingapplication.Usingthe banking
applicationprimary model,the RBAC aspectmodel,anda speci-
ed property we illustratehow proof obligationscanbe generated
asthebehaioral views of theaspectandprimary modelsarecom-
posed. Dischaging the proof obligationsduring compositioncan
help oneidentify the sourcef problemswhenthe obligationsdo
nothold.

The remainderof the paperis organizedasfollows. Section2
givesanoverview of the AOM approachandSection3 presentshe
RBAC aspectmodel. Section4 illustrateshow the RBAC aspect
modelcanbecomposedvith abankingapplicationprimarymodel.
Section5 illustrateshow proof obligationscanbe producedduring
compositionof behaioral views. Section6 givesan overvien of
relatedwork and Section7 concludeghe paperwith an overvien
of our plansto furtherdeveloptheapproach.

2. BACKGROUND

In the AOM approachfeatureghat crosscut designcanbede-
scribedby aspectmodelsif their distributed partshave common
characteristicsln thesecaseghe cross-cuttingeatureanbeiso-
latedanddescribedaspatterns.Aspectmodelsaredescriptionsof
patternsandcompositiorof aspectindprimarymodelsinvolvesin-
corporatinginstantiationf the patternsnto speci ed partsof the
primarymodel.An overvien of compositionin the AOM approach
is shavn in Fig. 1. An AOM designmodel consistsof the fol-
lowing artifacts: (1) A primary modelwhich describespplication
featuresnotdescribedy aspecmodels(2) A setof aspecimodels
whereeachmodeldescribes patternthatis a generic(parameter
ized) descriptionof a cross-cuttingfeature,(3) A setof bindings
thatdetermineghe patterninstantiationghatwill beproducedand
composedwith the primary model,and (4) A setof composition
directivesthat determineshow aspectmodelsare composedwith
theprimarymodel.

Beforeanaspecmodelcanbecomposedvith aprimarymodel,
the aspectmodelmustbe instantiatedn the contet of the appli-
cationdomain.An instantiationis obtainedoy bindingelementsn
theaspecmodelto elementsn the applicationdomain.Theresult
is calleda context-speci caspectmodel A contet-speci ¢ aspect
modelis producedfor eachpart of the primary modelinto which
the aspecffeatureis to beincorporated.(For further details,refer
to [6].)

In our work, primary andcontet-speci ¢ aspecimodelsare ex-
pressedn theUni ed ModelingLanguaggUML) [21]. TheUML
is an Object ManagementGroup (OMG) standardmodelinglan-
guage.A systemis describedn the UML usingmultiple diagrams
that presentdifferentviews of the system. In this paperwe use
only two typesof diagrams:Classdiagramsspecifystaticstructure

andsequenceéiagramslescribenow objectsinteractto accomplish
tasks. A UML classdiagramconsistsof a setof classi ers (for
example,classesijnterfaces)andtheir relationshipgfor example,
associationgeneralization)Classesnay have attributesandoper
ations.In this paperoperationspeci cationsandconstraintson at-
tributesareexpressedisingthe ObjectConstraint.anguaggOCL)
[23]. A UML sequencéiagrampresentsibehaioral view thatfo-
cusentheinteractionghattake placebetweertlassobjectswhen
they collaborateo accomplishaspeci ¢ task. Theinteractionsare
expressedn termsof lifelines representingbjectsand messages
thatarepassedetweerpbjects.

Aspectmodelsconsistof templateforms of UML diagrams.In
this paper aspectmodelsconsistof classand sequencaliagram
templates. Instantiatingan aspectmodel involves binding tem-
plate parametergo namesin an applicationdomain namespace
(seeFig. 1). A classdiagramtemplateconsistsof parameterized
elementssuchas, relationshiptemplatesand classtemplateghat
consistof attribute templatesand operationtemplates. Attribute
templatescan be associatedvith OCL constrainttemplatesthat
produceconstraintghat restrictattribute valueswheninstantiated.
Similarly, operatiortemplatesanbeassociatevith OCL pre-and
postconditiortemplateshatproduceoperatiorspeci cationswhen
instantiated Examplesof aspectmodelsaregivenin the Section3.

Compositionof aspectsaanda primary modelinvolvescompos-
ing a contet-speci ¢ aspecimodels classdiagramsanda primary
models classdiagrams,and composingtheir sequencaliagrams.
The AOM approachusesa basic name-basedompositionalgo-
rithm in which elementswith the samenamearemeiged[6]. If an
elementappearsn a primaryor aspecimodelandnotin the other
thenthe elements includedin the composednodel. Composition
directives canbe usedto modify the basecompositionalgorithm
[20]. A compositiondirective canbe usedto renameelementsand
to specifythat(1) anelementn onediagramoverridesa matching
elementin anotherdiagram,(2) anelementmustnot be presenin
the composednodel,andthat(3) a new elements to beincluded
in the composednodel. Compositiondirectivesare not described
furtherin this paper For more detailsandexamplesof directives
seeStrav etal. [20].

It is sometimesecessaryo establishthat compositionyields a
modelthatis correctwith respectto speci ed properties. In this
papemweillustrateanapproachhatsupportsveri cation of beha-
ioral properties. During composition,proof obligationsare pro-
ducedusinginformationthatis availablein the partially composed
model. A proof obligationcanbe dischagedmanuallyor with the
help of automatedools.

The types of correctnesshecksthat can be carriedout on a
modelis determinecby the typesof formally statedpropertiesin
themodelandthetypesof derivationsthatcanbe supportedy the
properties. Composedmodelscontainpre and postconditionsex-
pressedn the OCL andthus can supportcheckingof behaioral
propertiesthat can be statedin termsof before and after states.
The correctnesgropertiesto be veri ed using our approachcan
be derived by composingspeci cationsof operations.As aspect
and primary model sequencealiagramsare composedthe opera-
tion speci cationscorrespondingo the message# the partially
composedsequencaliagramare composedn the orderspeci ed
in the partially composedequenceliagramandthe resultis used
to form a proof obligation.

If it is determinedhat the proof obligation obtainedat a point
duringsequencéiagramcompositiondoesnot hold, thenthecom-
position canbe stoppedat that point. This approachallows com-
posergo determinghepointin the compositionatwhich the prop-
erty failsto hold. Theinformationthatis availablewhenthe com-
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Figure2: Classdiagram template for the core RBAC aspectmodel

positionis stoppedcanbe usedby a developerto determinewhat
needgo bedoneto correctthe situation.

3. AN RBAC ASPECT MODEL

Toillustrateour approachwe presentainaspectmodelfor RBAC
[5]. RBAC is usedto protectinformationresourcegreferredto as
targets)from unauthorizedaccess. Thereare mary variationsof
RBAC, eachspecifyingandenforcinga setof accessontrol con-
straints.In this paperwe focusonly on constraintdn Core RBAC.
Core RBAC embodieshe essentiabspectof RBAC, thatis, the
constraintarepresenin ary RBAC application.CoreRBAC con-
sistsof: (1) asetof userswherea useris anintelligentautonomous
agent,(2) a setof roleswherearole is a job function, (3) a setof
targetswherea tametis an entity that containsor receves infor-
mation, (4) a setof operationtypes,wherean operationdescribes
a serviceprovided by the application,and(5) a setof permissions
wherea permissionis anapprwal to performan operationon tar-
gets.Usersareassignedo roles,rolesareassociatedvith permis-
sions,and usersacquirepermissionsby being membersof roles.
Core RBAC alsoincludesthe notion of usersessions.A useres-
tablishesa sessiorduring which he activatesa subsetf the roles
assignedo him. Eachusercanactivatemultiple sessionshowever,
eachsessions associateavith only oneuser Theoperationghata
usercanperformin a sessiordependon the rolesactivatedin that
sessiorandthe permissionsssociatedvith thoseroles.

Fig. 2 shaws a classdiagramtemplatein the core RBAC aspect
model. In the diagram,we usethe symbol“ " to indicatetem-
plate parametersA classtemplateconsistsof two parts: onepart
consistof attributetemplateshatproduceattributeswheninstanti-
ated,andtheotherpartconsistof operationemplateshatproduce
operationsvheninstantiated For example the classtemplateRole
containsan attribute templatewith a nameparamete{Name and
threeoperatiortemplategGrantPermission RevokeRermissionand
ChedAccesk AnotherclasstemplateOperationType containsan
attributetemplatewith atype paramete(Type). Instance®f Type
may be ary of the userde ned enumeratiorliterals instantiated
from OpType which is an attribute templateof the enumeration
templateOpTypeEnum

Associationtemplates,such as UserAssignmenand UserSes-
sionsproduceassociationetweerninstantiationof the classtem-
platesthey connect.An associatioriemplateconsistsof multiplic-
ity parametergone at eachend)that yield associatiormultiplici-
ties (integerranges)vheninstantiated The multiplicity “1” onthe

Userendof the UserSessionemplateis strict: a sessiorcanonly
beassociateavith oneuser
Annotatedoperationspeci cationtemplatesfor Operation and
ChedAccessn the Sessiontemplateare given below. Operation
speci cation templatescan include binding directives that deter
mine how context-speci ¢ aspectmodelsare producedfrom tem-
plateswhensimpleinstantiationis not sufcient.
context Session:Operation(ar: Targetl..*, paramg):Boolean
Operatiortakes1 or moretar amgumentsand
0 or moreparamsarguments
pre: true
This operationcanbeinvokedin ary state
post
Theoperatiorreturnstrueif eachcall to CheckAccess
returnstrue (indicatingthatthe sessiorhaspermission
to performtheoperatioronthetarget),andtheDoOperation
hasreturnedsuccessfullyotherwiseit returnsfalse.
let Repeafori=1toN; N= tar
Repeats abindingdirective thatcause®lementswithin
its scopeto berepeatedN timeswheninstantiated.
tarreturnsthe numberof tar alguments.
chkAccMsg-i:OclMessage
self” CheckAccess{ar-i: Tamget, op: Operationype),
chkAccMsg-irepresentshe sendingof thei-th
CheckAccessessag¢o itself (the sessiorobject).
EachCheckAccesmessagénvokesanoperation
thatcheckswhetherthe sessiorhaspermission
to performthe operationon eachtarget, tar.

Endof Repeablock
doOpMsg:OclMessage
?” DoOperationtar: Target*, params)
doOpMsgrepresentshe sendingof the DoOperation
messagéo anunknavn object(the objectis provided
whenthetemplateis instantiated).
in
Startof constrainin postcondition:
Repeafori=1toN; N= tar
(chkAccMsg-i.hasReturnedénd
chkAccMsg-i.result( true)and
Endof Repeablock
(doOpMsg.hasReturnedfjddoOpMsg.result(¥ true)
Endof Operationspeci cation
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Figure3: SDAOperation sequencaliagram template
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Figure4: SDAChedAccessequencaliagram template

context Session:CheckAccessiar: Target,
op: Operationype): Boolean
pre: true
post
Theoperatiornreturnstrueif thereexistsanassigned
role thatis associatedvith atleastonepermission
thatgrantsthe operationop, accesdo thetarget,tar,
Otherwiseijt returnsfalse.
result=
self. GetAllActiveRoles() exists(r r. Permission
exists(p p. Target includes(tar)
and p. OperationVpe includes(op)))
Endof CheckAccesspeci cation

For lack of spacewe shav only two sequenceéiagramtemplates
in the RBAC aspectmodel: SDAOperation describeghe interac-
tionsthattake placewhenauserinvokesOperation in Sessionand
SDAChedkAccesgescribesvhat happensvhen Sessionperforms
the ChedkAccessperation.The sequencaiagramtemplateSDA-
Operation (Fig. 3) describeshefollowing patternof behaior:

(1) A sendeisendsanoperationcall messagéOperation ) toa
sessiorobject.
(2) The sessionobject checkswhetherthe useris authorizedto

invoke the requestecbperationon eachtarget. This checkis de-
scribedby thereferencedsequencaiagramshavn in Fig. 3 (indi-
catedby theref fragment)andis performedfor eachtarget passed
in asanargumentto Operation. If the accesss notauthorizedor
atamget(i.e.,ak false thenthe Sessionobjectreturnsfalseto
the senderindicatingthataccesss not granted. The sequenceli-
agramfragmentenclosedy the Reped box describeghis pattern
of behaior. The Reped is a binding directive indicatingthatthe
enclosedragmentis repeated\ times,whereN is the numberof
tamgetsgivenasamgumentgindicatedby # tar).
(3) If theaccesss authorizedthenthe Sessionobjectrequestghat
the operationbe performed thatis, it sendsa DoOperation mes-
sageto thetargetobjectthatperformsthe operation.
TheSDAChekAccessequencdiagramtemplateshavnin Fig. 4
describeswvhat happensvhen a Sessionobject checkswhetherit
is authorizedto perform an operationon a target. Invocation of
the ChedAccessoperationin a Sessionobject, resultsin calls to
ChedAccesgo eachrole activatedfor the sessionlnvocationof a
role'sChedkAcces®operatiorresultsin thesendingpf aChedkAccess
messageo eachpermissiorassociateavith therole. If atleastone
permissiorreturnstrue,thenthe ChedkAccesoperationin Session
returnstrue; otherwisg(i.e., all permissionseturnfalse)the Ched-
Accesgperationin Sessiorreturnsfalse.
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Figure5: A partial classdiagram for a banking application

4. COMPOSING AN RBAC ASPECT WITH
A PRIMARY MODEL

In this sectionwe outlinehow the RBAC aspecmodeldescribed
in theprevioussectionis composedvith abankingapplicationpri-
mary model.

4.1 A Banking Application Primary Model

Fig. 5 shawvs a partial classdiagramin the bankingapplication
primarymodel. Theapplicationallows userso carryouttransfer,
withdraw, anddepost transaction®n accounts.The classBank-
User describedbankusers,Accountdescribedhankaccountsand
Contoller describebjectsthat coordinatetransaction®n bank
entities(in this application Cortroller hasonly oneinstance- the
OCL constrainexpressinghis multiplicity restrictionis notshavn).

Operatiorspeci cationsfor transf er, withdraw anddepost op-
erationsaregivenbelow:

SPEC1

context Controller::transfer(fromAccount:Account,

toAccount:Accountamount:Mong):Boolean

pre: true

post

Themessagevithdrav sentto fromAccountand
themessagéelepositsentto toAccounthave
returnedandtheir returnvaluesaretrue

let wdMsg:OclMessage fromAccount”withdrav(amount),

dpMwg:OclMessage toAccount deposit(amount)

in result=

(wdMsg.hasReturnedgndwdMsg.result( true) and
(dpMsg.hasReturnedénddpMsg.result(k true)

SPEC2

context Account::withdrav(amount:Mong):Boolean

pre: true

post

If thevalueof balancebeforethe execution

is lessthanthe valueof amountthe operatiorreturnsfalse,
otherwise anew balances obtained

by subtractinghe amountfrom the old balance

if balance@pre = amount

thenbalance= balance@pre-amouandresult= true

elseresult=false

SPEC3

context Account::deposit(amount:MopgeBoolean

pre: true

post

thevalueof balanceafterexecutionis
equalto the sumof amount
andthevalueof balancebeforeexecution
balance= balance@pre amountandresult= true
We shav only the primary models sequencediagramfor the

sd SDPtransfer _J
:Controller fromAccount:Account
‘ ‘
|
|

|
| |toAccount:Account
|

't := transfer(fromAccount:Account, !
toAccount:Account,amount:Money)::BooIean
p := Withdraw(amount) : Boblean |
- |
| | !
|
|

alt [p = true]
| g :=deposit(amount) : Boolean

[q = true]

|
S ES return true |

|
: [a =: false]
I return false |

[p = false]

return false'
L Ittt hl

Figure 6: Sequencediagram for the transfer operation in a
banking application

transfer operation(seeFig. 6). The sequencealiagramre ects
directly the messageassingspeci ed in the postconditionof the
transfer, withdraw, anddepost operationgjivenpreviously. This
style of writing operationpre-and postconditionsnakesit possi-
ble to generatgroof obligationsusingthe operationspeci cations
asthe sequenceliagramsare composed.We illustrate how proof
obligationscanbe generatedn Section5.

4.2 ClassDiagram Composition

ComposingheRBAC aspectnodelsclassdiagramandthebank-
ing applications classdiagraminvolves instantiatingthe RBAC
modelandcomposingthe resultingcontext-speci ¢ classdiagram
with the bankingapplications classdiagram.

An instantiationof the classdiagramtemplateof the RBAC as-
pectmodelis shavn in Fig. 7. The bindingsusedto instantiate
theaspecmodelindicatewherein the primary modelthe context-
speci ¢ aspecmodelelementwwill beincorporatedFor example,
the bindings,(BanikJser, User), (Accoun, Target), indicatethat
the instantiatedJ ser templateclassin the aspectmodelis to be
megedwith the BankJ ser classin the primary model,andthein-
stantiatedrarget templateclassin theaspectodelis to bemerged
with theBanKTarget classin the primarymodel. Theinstantiations
of classtemplatesRole (BankRole), and Session(BankSession
arenev modelelementshatareto be includedin the composed
model. The Operation templatein the Sessionclasstemplateis
instantiatedthree times to producethe transfer, withdraw and
depost operationsin BankSession The enumerationvaluesin
TransationTypeEnum(TRANSFER, WITHDRAN, andDEPOS-
IT) are instantiationsof an attribute templateOpType shavn in
Fig. 2. The operationspeci cation templateassociatedvith the
Operation templateis also instantiatedfor eachof theseopera-
tions. For example,the transfer operationin BankSessionclass
of the aspectmodelis associatedvith the following instantiation
of theOperation speci cationtemplate(only partof the speci ca-
tion is shavn; incompletepartsareindicatedby ...):

context BankSession::transfer(fromAccount:Account,

toAccount:Account,amount:MoygBoolean

pre: true

post

let

Statemenin Repeablock of templateis instantiated
twice becauseherearetwo tamgets
in theamument:fromAccountandtoAccount.



chkAccMsg-1:0clMessage
self’checkAccess(fromAccourfRANSFER),
chkAccMsg-2:0OclMessage
self’"checkAccess(toAccountRANSFER),
doOpMsg:OclMessage
Controller“transfer(fromAccount,.)
in result=

(chkAccMsg-1.hasReturned{hdchkAccMsg-1.result()=true)

and

(chkAccMsg-2.hasReturned{hdchkAccMsg-2.result()=true)

and
(doOpMsg.hasReturnedfddoOpMsg.result(¥x true)

Instantiationof theChedAccesspeci cationtemplateproduces
the following speci cationfor chedkAccessoperationin BankSes-
sion

context BankSession::checkAccess(tar:Account,

op:Transactionype):Boolean

pre: true

post result=

self.BankRole exists(r
r.Permission exists(pp.Account includes(tar)
andp.Transactionype includes(op)))

Incorporatingthe accesscontrol behaior into the bankingap-
plication requiresthat the transfer operationspeci cation in the
primary models Cortroller class(seeSPEC1in Section4.1) be
modi ed sothatthe callsto the withdraw anddepost operations
areauthorizedeforebeingsentto thetargetaccountsTheneeded
modi cations are de ned by compositiondirectives that replace
callsto the operationsn targetaccountshy calls to the withdraw
anddepost operationsn BankSession Theresultis thefollowing
operationspeci cationthatis associateavith the operationin the
composednodel:

context Controller::transfer(fromAccount:Account,

toAccount:Accountamount:Mong):Boolean

pre: true

post

let wdMsg:OclMessage

bankSession“withdv&fromAccount,amount),
dpMwg:OclMessage
bankSession“deposit(toAccount,amount)

in result=

(wdMsg.hasReturnedgndwdMsg.result()=trueand
dpMsg.hasReturnedénddpMsg.result()=true)

The resultof composingthe aspectmodel's classdiagramand
the primary models classdiagramis shawvn in Fig. 8. The basic
classdiagramcompositiorproceduranergesclassesvith thesame
nameandincludeselementghatappeaiin primaryor aspectlass
diagrambut notin theother A detaileddescriptiorof classdiagram
compositionthatusesa morecomplex exampleis givenin France
etal. [6].

4.3 SequenceDiagram Composition

The SDAOpemtion sequencaliagramtemplateis instantiated
threetimesto producecontet-speci ¢ sequencaliagramscorre-
spondingto the BankSessionoperationgransfer, withdraw and
depost. Thethreesequenceliagramsproducedrom thetemplate
are namedSDAtransfer, SDAwithdraw, and SDAdepost. These
sequenceéliagramsaregivenin the Appendixof this papertogether
with SDAchedAccesswhich is the sequencaliagraminstantiated
from SDAChe&Accessequenceiagramtemplate.

Fig. 9 givesanoverview of haw thesequencéiagramdescribing
thetransfer operationin the primary modelis composedvith the
sequenceliagramsn the context-speci ¢ aspecimodel. Composi-
tion shouldresultin abehaior in which callsto transf er withdraw
anddepost operationsarecarriedout only if the BankSessionob-
jectis permittedto carry outtherequestedperationon thetarmget
accounts.The compositionprocedurethat accomplisheshis (de-

ned by compositiondirectives not given in this paper)performs
thefollowing steps(the numbershawvn in Fig. 9 correspondo the
stepsgivenbelaw):

(1) Theinitiating transf er messagé theprimarymodelsequence
diagramis reroutedto the BankSessionobjectandthe accesson-
trol behaior describedby the SDAtransfer sequencaliagramis
inserted.

(2) If accesss grantedasa resultof carryingoutthe behaior de-
scribedby SDAtransfer, thetransfer operationin the Cortroller
canbeinvoked. To re ect this, a compositiondirective is usedto
addatransfer operationcall messagelirectedto the Cortroller.
The resultof steps(1) and(2) describesa situationin which the
transfer operationcall is interceptedoy SDAtransfer andpassed
onto theCortroller objectonly if accesss granted.

(3) Thecall to thewithdraw operationrmadeby theCortroller dur
ing the invocationof the transfer operationis interceptecby the
SDAwithdraw sequenceliagram.

(4) If accesss grantecthenawithdraw operationcall is sentto the
account,fromAccouh

(5) Thecall to the depost operationmadeby the Cortroller dur
ing the invocationof thetransfer operationis interceptecby the
SDAdepost sequenceliagram.

(6) If accessis grantedthen a depsot operationcall is sentto
toAccoun.

5. VERIFYING ACCESSCONTROL
PROPERTIES: AN EXAMPLE

In this sectionwe illustrate how compositionof the aspectand
primary model sequencaliagramscan be carriedout in a veri -
able manner A desiredpropertyof thetransfer behaior in the
composednodelis speci edandproofobligationsaregenerateds
the SDPtransf er sequencealiagramin the primary model (Fig. 6)
is composedwith the SDAtransfer, SDAwithdraw, SDAdepost
sequencealiagramsin the contet-speci ¢ aspectmodel (Fig. 10,
Fig. 11, Fig. 12 in the Appendix). The approacirequiresthat op-
erationspeci cationsreferencethe interactionsthat take placein
correspondingnteractiondiagramsthatis, they muststatethecon-
ditionsunderwhich messagearesentby the operations.

The behaioral propertiesusedin our approachare thosethat
canbe veri ed by dischaging animplication involving operation
speci cations.Speci cally, the proof obligationshave theform P1
impliesP2, whereP1 is the speci cationof abehaior in the com-
posedmodelandP2is the propertyto beveri ed. Asthesequence
diagramgspertainingto the behaior beinganalyzedarecomposed,
the proof obligationis evolved by takinginto accountary new in-
formationavailablein eachstepof the composition.

The propertyto be veri ed during the transfer can be stated
asfollows: If thetransferopemtion is authorizedon the speci ed
accountsthen,if thesource accounthasenoughfundsto coverthe
transferamountthenthe fundswill havebeentransfered by the
timethetransferopetion terminates.

We expressthe above, usingan extendedform of the OCL, as
follows:

contextBankSession::transfer(froramet:Account,

toTamget:Accountamount:Mong):Boolean



BankUser
createSession(): BankSessign BankRole Permission
deleteSession(s: BankSessipn
assignRole(r: éankRoIe) )+ 1.* | name: String - Has - checkAccess (tar:Account,
deassignRole(r: BankRole) AssignTo — — 1 1 op: TransactionType) : Boolean
. grantPermission (p: Permission) 1 1.x
» 1 revokePermission (p: Permission) - ;
Initiates L checkAccess(tar:Account, EnforcedO BasedUpon
- op: TransactionType): Boolean
BankSession 1. 1.
addActiveRole(r: BankRole) Account TransactionType

dropActiveRole(r: BankRole)
checkAccess(tar:Account,

op:TransactionType).-Boolean SessionRole

withdraw(amount:Money)
deposit(amount:Money)

type:TransactionTypeEnur

- ‘fransfeg(fromTarget:Account, <<enumeration>>
toTarget:Account, amount:Money) |1 * TransactionTybeEnu
withdraw(fromTarget:Account, amount:Mone| P
*+._| deposit(toTarget:Account, amount:Money) -’ TRANSFER
== WITHDRAW
,,,,,,,,,,,, wsoC DEPOSIT
T - instantiations of |Operation
Figure7: A context-speci c RBAC classdiagram
BankUser Has Permission
BankRole -
1. createSession(): BankSession - 1.% 1 checkAt?cess (tar4.Account,A 1
" | deleteSession(s: BankSession) 1 « name: String op: TransactionType) : Boolean
- . - *
ZSSIQURDIIR?(IL B?SKRI?IL‘?)I - 1" grantPermission (p: Permission) 1.% 1
eassignRole(r: BankRole) AssignTo revokePermission (p: Permission) BasedUpon
1 . 1.*
checkAccess(tar: Account, EnforcedOn
Initiates op: TransactionType): Boolean TransactionType
1. 1% type:TransactionTypeEnum
BankSession 1
_ : Account
addActiveRole(r: BankRole) SessionRole -
dropActiveRole(r: BankRole) 1..*| withdraw(amount:Money)
checkAccess(tar:Account, 1.% deposit(amount:Money)
op:TransactionType): Boolean
transfer(fromTarget:Account,
toTarget:Account, amount:Money) Controller
withdraw(fromTarget:Account, amount:Moneyjk . <<enumeration>>
! 1| transfer(fromTarget:Account, 1 -
deposit(toTarget:Account, amount:Money) toTarget:Account, amount:Money) TransactionTypeEnun
; . . TRANSFER
W|thdré\w(fromTarget.Account, amount:Money) WITHDRAW
1 deposit(toTarget:Account, amount:Money) DEPOSIT

Figure 8: Classdiagram of the composedmodel

verify TransferProp:
let (chkAccMsg-1:0clMessage
self’checkAccess(fromAccourtRANSFER),
chkAccMsg-2:0OclMessage
self’checkAccess(toAccountRANSFER),
successful-transfer
(if fromAccount.balance@pre= amount
then(fromAccount.balance
fromAccount.balance@pre-amount
andtoAccount.balance
toAccount.balance@preamount)))
in
if (chkAccMsg-1.hasReturned()
andchkAccMsg-1.result()=true
andchkAccMsg-2.hasReturned()
andchkAccMsg-2.result()=true)
thensuccessful-transfer

In theabove, thepropertyto beveri ed is speci edin thecontext
of thetransfer operationin the BankSessionclass. We introduce
the veri fy constructto the OCL syntaxto supportthe speci ca-
tion of propertieso beveri ed. The OCL statementn theverify
sectionstatesthe propertyto be veri ed. The propertyis hamed
TransferPop.

Oneapproactto verifying TransferPppis to carry outthecom-
positionandthen establishthat the postconditionof the transfer
operatiorin thecomposednodelsBankSessiorclassmplies Trans-
ferProp. The approactdescribedn this sectionusesa moreincre-
mentalapproachn which a proof obligationis evolved during the
composition. The point in the compositionwherethe generated
obligationdoesnothold canyield insightsaboutthe sourcef the
incorrectbehaiors.

In whatfollowsweillustratehow aproofobligationfor the Trans-
ferProp propertyevolves during composition. The propertydoes
notholdfor thecomposednodelandwe will shav how thiscanbe
revealedduringcomposition.

In steps(1) and (2) of the sequencaliagramcompositionde-
scribedin Section4.3, the SDAtransfer sequencealiagramis in-
corporatednto the primarymodelstransf er sequenceiagramas
shavnin Fig. 9. At thispoint, theproofobligationcanbeexpressed
asanimplication P1impliesTransferPop, whereP1 speci esthe
conditionunderwhich thetransfer operationin the BankSession
objectreturnstrue. The postconditiorfor transf er is repeatede-
low:

result=

((chkAccMsg-1.hasReturnedfhdchkAccMsg-1.result()=true)

and(chkAccMsg-2.hasReturneddphd
chkAccMsg-2.result()=true)



sd SDtransfer

L@

ti= lrar’sfer(fromAccuum,
toAccount,

ack:Boolean

[ iocal attribute ")

[ack = true] (2)
t := transfer(fromAccount,

| toAccount,

:Controller

amount): Boolean
.

| amount): Boolear ref ‘
SDAtransfer ‘
I

- | (3) [ack = true] |
p := withdraw(fromAccount,amount) : Boolean_ref SDAwithdraw p := withdraw(amount) : Boolean
I

fromAccount:Account

I
I
I
! toAccount:Account
I
I
I
I

4 |

alt [p = true]
! (6) !
. ! (5) [ack = true] !
q := deposit(toAccount,amount) : B°°|ea_SDAdeposit q:= deposn(a@ount) : Booleay
I
| ! |
+ T
! |
!
return true ! | :
S il Ieb e + I
,,,,, e - - - - - - - - - L
[a 3‘ false] :
return false | |
e IR | |
0

|
1
|
1
|
1
I
I
|
|
|
|
: alt [q 3‘ true]
I
L
|
1
|
1
|
I
|
I
|
I
I
I

Figure 9: Overview of sequencealiagram composition

and(doOpMsg.hasReturnedfpddoOpMsg.result(¥ true))

The proof obligation (obtainedafter simpli cation) is givenbe-
low:
ProofObligationPF1
(doOpMsg.hasReturnedfhddoOpMsg.result(¥ true)
implies successful-transfer

(OP)

Dischaging PF1lrequirednformationabouttheconditionsunder
which the conditionlabeled(DP) in PF1holds,thatis, the condi-
tions underwhich the transf er operationin the Cortroller object
(called by the doOpMsg messagejeturnstrue. This obseration
leadto a modi ed proof obligationin which the conditionlabeled
(DP) is replacedby the part of the postconditionthat determines
whenthetransf er operationin Cortroll er returnstrue. Theresult-
ing proof obligationis givenbelow:

ProofObligationPF2
(wdMsg.hasReturnedgndwdMsg.result()=trueand
dpMsg.hasReturnedénddpMsg.result()=true)
implies successful-transfer

(WD)

Dischaging proof obligationPF2requiresdeterminingthe con-
ditions underwhich the conditionlabeledby (WD) holds, thatis,
theconditionsunderwhich thewithdraw operationin BankSession
returnstrue. As wasdonein thepreviousstepstheproofobligation
is modi ed by replacing(WD) by therelevantpartof thewithdraw
postcondition. This processis continueduntil a proof obligation
thatdoesnot hold is producedor until the sequenceiagramcom-
positionis completed.n this casea proof obligationthatdoesnot
holdis obtainedafterincorporatinghe SDAwithdraw sequenceli-
agraminto the primary model’s sequenceliagram(i.e., after step
(4) of the composition).The proof obligationis givenbelaw:

ProofObligationPF4
let chkAccMsg3:0clMessage
self’checkAccess(fromAccoumjthdraw),
doOpMsg:OclMessage
fromAccount’withdrav(amount:Mong)

in chkAccMsg3.hasReturnedgpd

chkAccMsg3.result()trueand

(if fromAccount.balance@pre= amount
thenfromAccount.balance
fromAccount.balance@pre-amouat)d
dpMsg.hasReturnedénddpMsg.result()=true
implies successful-transfer

At this pointaninspectiorof PF4would revealthatthecondition
doesnot hold becaus®f the presencef theaccessontrolbeha-
ior thatchecksvhetheraccesso thewithdraw operationis granted.
If accesdo thewithdraw operationis not grantedthentheobliga-
tion doesnot hold. Thereis no guaranteghatthis casewill never
happeri.e.,thereareno constraintsn themodelthatprecludethis
case) At this pointthecompositioncanbe stoppedknowing thatit
will producea modelthatdoesnot have therequiredproperty

Thisproblemcanbe x edby incorporatingonly the SDAtransfer
(i.e., steps(1) and(2)) sequencaliagramduring the composition.
Theresultis thatthe checkacces®perationis only carriedouton
the transfer operation,not on the withdraw and depost opera-
tions. Anothersolutionis to guaranteeccesgo thewithdraw and
depost operationsvhen&er accesss grantedo atransfer opera-
tion by includinganinvarianton permissiorobjectsthatprecludes
theabove situationin which the obligationfailedto hold.

6. RELATED WORK

Aspect-orientegrogramming AOP)supportseparatiomf con-
cernsat the programminglevel (e.g.,see[11, 17]). Researchers
have startedto addresshe problemof de ning andcomposingas-
pectsat a higherlevel of abstractior(e.g.,see[4, 9]). Clarke etal.
[4] proposethat a designcanbe createdby synthesizingsubjects,
wherea subjectdescribedow a singlerequiredfeatureis realized
in a design. Subjectsare expressecas UML modelviews. Their
approachdoesnot currently supportveri able compositionof be-
haviors.

Tidswell andJager[22] proposeanapproacho visualizingac-
cesscontrol constraints. They point out the needfor visualizing
constrainteandthe limitations of previouswork (e.g.,[1, 15, 16])
on expressingconstraints Anothereffort to graphicalspeci cation
of RBAC is proposedy Kochetal. [13]. In theirapproachRBAC
policies are representedby graphtransformations.A graphcon-



sistsof nodesandedgesNodesrepresenhotionssuchasusersand
roles. Edgesrepresentelationshipdetweemotions. Transforma-
tion rulesarede ned for administratioractvities suchasaddinga
userto arole andremoving a userfrom arole. Consisteng prop-
ertiessuchasDSD constraintsarealsospeci ed graphically Veri-
cation of RBAC policiesis carriedout by shawing thatgraphical
constraintsdo not occurin the graphspecifyingRBAC policies.
The dravback of thesetwo approachess thatthey createda new
notationfor specifyingconstraintsandit is not clearhow the new
notationcanbeintegratedwith otherwidely-useddesignnotations.
Theapproachdescribedn this paperutilizesnotationsrom a stan-
dardizedmodelinglanguageandalsointegratesthe policy speci -
cationactivity with designmodelingactuities.

Therehasbeensomework on usingthe UML to model secu-
rity concernge.g.,se€[2, 3, 10, 14]. ChanandKwok [3] modela
designpatternfor securitythataddresseassetindfunctionaldistri-
bution, vulnerability, threat,andimpactof loss. UML stereotypes
identify classeshathave particularsecurityneedsdueto theirvul-
nerability eitherasassetor asa resultof functional distribution.
Lodderstedet al. [14] proposeSecureUMLandde ne avocalu-
lary for annotatingUML-basedmodelswith informationrelevant
to accesontrol. It is basedon the modelfor basicRBAC with
supportfor role hierarchies.An accesscontrol policy is realized
mainly by using declaratve accesscontrol. This meansthat the
accessontrol policy is con gured in the deploymentdescriptors
of an EJB component. Jirjens[10] model securitymechanisms
basedon the multi-level classi cation of datain a systemusing
an extendedform of the UML called UMLsec. UMLsec s fully
describedn aUML pro le. Theseapproachemainly focuson ex-
tendingthe UML notationto betterre ect securityconcerns.The
approachdescribedn this papertacklesthecomplementaryaskof
capturingRBAC policiesin patternghatcanbereusedy develop-
ersof securesystems.

The proposedaspectmodelingapproachbuilds upon the nota-
tion andtechniquesiescribedn our earlierwork. [8] shavs how
securityconcernganbelocalizedandthencomposedvith models
of systermfunctionalityand[12, 19] presentiow invalid structures
canbe capturecandexpressedisingobjectdiagramtemplates[6]
extends[7, 8] by re ning theaspecmodelingnotationandinstan-
tiation processandre ning thenotionof compositiondirectivesto
supportresolutionandmodelingof solutionvariants.This paperis
an extensionof [12, 18, 19] in thatit illustrateshow composition
canbecarriedoutin averi able manner

7. CONCLUSION AND FUTURE WORK

In this paper we give an overview of hov AOM canbe used
to supportseparatiorof accessontrol featuresfrom other appli-
cation features. Accesscontrol featuresare describedby aspect
modelswhich are composedwith primary modelsto producean
applicationdesignwith accessontrolfeatures.The paperalsode-
scribeshow veri able compositionof accesgontrolbehaiors can
be supported.

The veri able compositiontechniquewas carriedout systemat-
ically, but manually The systematicapproachis madepossible
by restrictingthe form of propertiesthat canbe veri ed. Given
aninitial proof obligation,its modi cation duringthe sequenceli-
agramcompositionprocesscanbe mechanizedinceit essentially
involvesreplacingspeci edpartsof theproofobligationswith parts
of operationspeci cations. We arecurrentlydevelopingtool sup-
port for compositionthatwill includesupportfor generatingproof
obligations. We are also investigatingways of integrating exist-
ing proof toolsthat canbe usedto assistin the dischage of proof
obligations.

Theexampleusedto illustratethis approachs a simplebanking
application.We arecurrentlyworking on a casestudyin the mili-
tary domainthatinvolvesa complex primarymodelandmorethan
oneaspecimodel.
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APPENDIX
SequenceDiagrams

sd SDAtransfer - N
_.--"|local attribute

ack:Boolean

transfer(fromAccount:Account,toAccount:Account,amount:Money):Boolean

ack:= checkAccess(fromAccount:Account, TRANSFER:TrhnsactionType):Boolean

ref
ack:= SDAcheckAccess:Boolean

[ack = false]return false i

[ack=true]ack:= checkAccess(toAccount:Account, TRANSF"—ER:TransactionType):Boolean

ref
[ack = false]return false

i sy 4
[ack = true]:
ack := transfer(fromAccount:Account,toAccount:Account,amount:Money) : Booleal

return ack

ack:= SDAcheckAccess:Boolean ‘

Figure 10: SDAtransfer: Context-speci c sequencediagram
for the transfer operation in BankSession

sd SDAwithdraw N
__--{local attribute

ack:Boolean

withdraw(fromAccount:Account,amount:Money):Boolean

ack:= checkAccess(fromAccount:Account, WITHDRAW:TrénsactionType):Boolean

[ack = false] return false§

ref :
ack:= SDAcheckAccess:Boolean

return ack

[ack=trua] ack := Withdrawqamount:Money) : Booleal

Figure 11: SDAwithdraw: Context-speci ¢ sequencediagram
for the withdraw operation in BankSession

sd SDAdeposit N
-1 local attribute

ack:Boolean

deposit(toAccount:Account,amount:Money):Boolean

ack:= checkAccess(toAccount:Account, DEPOSIT:TransattionType):Boolean

ref
ack:= SDACheckAccess:Boolean ‘

[ack = false]return false!

[ack=true] ack := depoéit(amount:Money) : Booleg
- =
return ack |

Figure 12: SDAdeposit: Context-speci ¢ sequencaliagram for
the depost operation in BankSession

sd SDAcheckAccess|

DA local attribute T i |
ack:Boolean | jnit:false ! !
I

I
checkAccess(tar:Account, op:TransgctionType):Boolean !
I

‘ :BankSession‘ ‘ AllActivated[i]:BankRole ‘ perm(j]:Permission

init., B =Num of rols in AllActivated and agk = faise)
incremented by _|.-£i<=Num of rolés in ctivated and ack = false]
for each loop ! !

|
ack = ¢heckAccess(tar:Accoumt, op:TransactionType):Boolean
it i ¥ '

nit, "HCR=um of Permissions and ack = faise) | |

incremented hyl -{j<=Num o Perm|F5|ons and ack = false) !

for each loop ack = checkAccess(tar:Account, op:TransactionType):Boole
ettt -

return ack !

i
return ack !
|

Figure 13: SDAcheckAccess: Context-speci ¢ sequencedia-
gram for the che&kAccesperation in BankSession




